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Back to BASix
Data Security
Another day, another announcement about a data 
breach. In just the past month, there have been a 
number of data breaches announced impacting 
tens of thousands of people. Whether a big retailer 
like Home Depot or Target, a personnel office like 
the Office of Personnel Management (OPM) or 
even the credit reporting agencies themselves, 
the odds that anyone hasn’t had their data 
compromised seems slim. It pains me to say it, but 
I strongly feel we should all assume our data has 
been breached whether we know it or not and take 
steps to protect ourselves. So what steps can we as 
individuals take to make it harder for stolen data to 
be used against us? See below for a few key actions 
that will help:

 � Security Freeze – Also known as a credit freeze, 
a security freeze stops access to your credit 
report so a would-be fraudster can’t open new 
credit in your name. Consumers can put a freeze 
on their credit with all three of the major credit 
reporting agencies. There used to be a cost 
for putting a security freeze on with the credit 
reporting agencies but as of September 21, 
2018, the law was changed and there is now no 
cost to put a security freeze in place or to take 
it off. You will need to go to each of the three 
major credit reporting agencies (Equafax®, 
TransUnion® and Experian®) individually and 
request the security freeze. Once in place you 
will need to plan a little before applying for credit 
yourself. If you know you will be applying for 
credit, you can temporarily suspend the security 
freeze with one or all of the credit reporting 
agencies. If for instance you want to purchase 
a car, you’ll need to plan ahead and release the 
freezes. Better yet, release the Equifax® freeze 
and apply at the credit union because that’s the 
agency we pull credit from. Then you can shop 
for your car knowing your financing is in place 
and your information doesn’t need to be shared 
with the dealership. Another benefit of a security 
freeze is it can make you think before taking 
credit out for an impulse purchase. Since you 
need to go through the process of unfreezing 
your credit, it gives you a little time to make sure 
you really want the item or service.

 � Check Your Credit 
Report – Checking your 
credit report periodically 
is always a good idea. By 
law, each of the three 
major credit-reporting 
agencies must provide a 
free copy of your credit report annually.  The key 
word is free. By going to annualcreditreport.com, 
you can get your credit report for free. Many 
other sites exist that look similar to this one but 
they charge you for the report. Also, if you have 
home banking with the credit union, you get an 
updated credit score each month. Watching this 
credit score for changes can alert you that credit 
was taken out in your name by a fraudster. 
Since the credit union only pulls credit from 
Equifax®, you’ll still need to check TransUnion® 
and Experian® but if your information has been 
compromised, it’s being used everywhere and 
problems should show up on Equifax® quickly.

 � Apple Pay®/Samsung Pay® and Andriod 
Pay™ – Using any of these contactless payment 
systems is much more secure than swiping or 
dipping your credit or debit card. The reason 
these are better is twofold.  First, since your card 
doesn’t slide through a reader, the data cannot 
be skimmed off and sold.  Second, because of 
the way these payments are processed, a one-
time use number is created for the transaction 
so even if the retailer is compromised, the data 
related to your account is useless. Finding places 
where these alternative payment systems are 
available can be challenging sometimes but their 
numbers are growing.

Like all financial institutions, NSWC FCU takes data 
security very seriously and we expend enormous 
amounts of time, money and energy to secure 
member data. Taking these additional steps and 
exercising a healthy dose of diligence takes your 
data security a long way towards keeping your 
money safe.

Bruce A. Six, CEO  
Feel free to email Bruce at  
Bruce.Six@NSWCFCU.org.
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Debt-Proofing Tips  
   forSummer
As the weather heats up, consumer spending tends 
to heat up too. And believe it or not, it’s not just the 
exotic escapes and weekend getaways that crank up 
the spending. Everyday credit card swiping has a way 
of spiraling out of control during the fun-filled months 
of summer break. Thankfully, with these money-
saving tips, it’s not too difficult to keep your spending 
in check and debt-proof your summer budget while 
still making the most of the warm summer months.

Start up a seasonal spending plan. Hot 
temperatures and clear skies have a way of luring 
splurges on cocktails, ice cream, and weekend 
getaways. While you don’t need to avoid these 
seasonal treats, it is important to make sure they are 
included in your summer budget. Taking inventory 
of your finances and knowing where your money 
is going is vital to keeping your budget on track 
throughout the spontaneous seasonal splurges.

Enjoy free activities. Rather than filling up your 
calendar with expensive activities, consider taking 
advantage of free activities and reading programs 
at your local library, check community listings for 
free outdoor concerts or movies in the park, visiting 
beaches, hiking and other local sightseeing. 

Zero in on discount passes. Many zoos, museums 
and gardens offer free or reduced-price admission on 
certain days of the week. Check with your employer 
or financial institution to see if they offer any savings 
to local attractions. If you have plans to catch a movie, 
trim the costs by attending a matinee and skipping 
the overpriced theater snacks.

Consider wedding costs. If you’ve been invited to 
several weddings, determine which ones are most 
important to attend and fit best into your budget. If a 
wedding requires travel, compare rates at hotels near 
the wedding venue, or consider renting a home with 
other family and friends to reduce travel expenses. 

Entertain on the cheap. Hosting a backyard 
barbecue? Consider asking guests to bring a dish to 
share or to chip in on the food expenses.

Turn your vacation into a staycation. Taking 
a family trip is a great way to build long-lasting 
memories, but there are plenty of other ways to bond 
with your loved ones without going into debt. Instead 
of a pricey getaway, consider a staycation filled with 
exploring, backyard camping, summer concerts and 
festivals, arts and crafts, and more. 

Slash travel spending. If you do decide to travel 
somewhere, be flexible when planning your trip 
and look for destinations discounts, special bundle 
opportunities, and cheaper travel dates.

Around the Clock Banking
At NSWC Federal Credit Union, we always value the 
opportunity to serve our members in person, but 
we also know that life keeps you busy. That’s why 
we’re pleased to offer plenty of ways for you to 
stay connected to your credit union accounts from 
wherever the summertime months may take you. 

Transfer money, pay bills, make deposits, and more with:
OnLInE BAnkIng  |  MOBILE BAnkIng
MOBILE DEpOSIT  |  OnLInE BILL pAy 

AnD MOrE!

Anytime, anywhere – NSWC is always by your side.  
Visit www.nswcfcuonline.org to get started today.

Tips To Protect Yourself  
While Using Mobile Banking

 � Use a Strong password: Most banking apps 
have lots of built-in security features, but the 
best defense starts right on your phone. Use 
passwords that are tough to guess (don’t use 
“password” or “123456”). Our password policy 
requires at least 10 digits which include lower 
and upper case letters, numbers, and characters.

 � Use your Cellular Data or Home Wi-Fi – never public Wi-Fi: It’s good to 
keep in mind that public Wi-Fi is... public. Your data is not secure on a public 
network. If you want to connect to your credit union while out and about, it’s 
a good idea to use your cellular network instead of a Wi-Fi hotspot because 
this is a more secure option and your data will be much better protected.

 � Only Use Official Apps from the App Store: There are plenty of third-
party apps you can use, but apps from your app store are less likely to 
contain malware and more likely to be honestly vetted by the marketplace.

 � keep your Apps Updated: Most apps have a high degree of safety, but when 
apps are vulnerable, they often get an update from the vendor. Make sure you 
keep your apps and your phone software updated for maximum security.

 � Log Out After you Use Online Banking Software: This adds an extra 
layer of protection so that anyone who wants to hack your banking software 
directly from your phone will have to go through two layers of protection (both 
your phone password and the banking app) rather than just a single layer.

 � Don’t Save passwords or Usernames in your Browser: If your phone 
is stolen or lost, saving this information in your browser can give someone 
a ticket straight into your account. If you want to save usernames and 
passwords on your phone, it’s better to do it in an encrypted app like 
LastPass™ that requires a password or fingerprint for authentication. Also, 
using a password app allows you to create different passwords for every 
site you use which is highly recommended.

 � Use Facial recognition and Fingerprint Technology: Facial recognition 
and fingerprint technology are pretty cool, and it’s extremely secure. More 
and more phones are offering this technology and you should seriously 
consider making this your default log-in method over using a password.

 � know what phishing Looks Like: Phishing comes from the idea of fishing 
because both things deploy bait to get what they want. Phishing bait can 
be sent by text message, email or private message. It can send you to a link 
that looks a lot like your bank’s website (called spoofing) or asks directly for 
your private information. If you aren’t sure if the email, text or website is a 
phishing site, it’s a good idea to call your home institution to find out.

Overall, mobile banking has a strong safety record but it will only work if you 
remember to update your app and OS to the latest versions. Following these 
helpful tips will help you stay secure with using online banking and remember, 
never share your login name or password with anyone, even family!   



We are so happy that our shred event was able to raise 
$1,000 for Spotsylvania County Public School’s ROVER bus! 
Thank you to everyone who came out and donated. Mark 
your calendars to check for 2020’s shred event next April!

              Shred EventWrap-Up
Sidney didn’t quite understand what we were shredding...  

Rates may vary depending on individual credit history and underwriting terms. Promotional rates 
are only available for personal loan applications received between July 1, 2019 and July 31, 2019. 
Loans over 36 months do not qualify for rate reduction. Minimum loan amount is $500. Maximum 
loan amount is $10,000. Re�nances of existing loans with NSWC FCU do not qualify for this o�er. 
All loans subject to approval. Federally insured by NCUA. See further details by visiting 
www.nswcfcuonline.org. 

Coming Soon to Online Banking: 
Transaction Disputes (BETA) 
Sometimes a credit or debit card purchase doesn’t go as planned. 
Maybe your shoe order is too small or your online purchase was 
never delivered. These transactions can be disputed to recover 
your funds, especially when the merchant is unwilling to work with 
you. For added convenience, you will soon be able to file your 
dispute in Online Banking. 

Once available in Online Banking, you will be able to locate the 
dispute transaction service under your account type that you 
would like to dispute.  At the end of the transaction row you will 
see this icon, Click on the icon, select dispute transaction, and 
complete the process questions.

Dispute Best Practices
To expedite your dispute, please include the following items with 
your claim:

 � An attempt to resolve the dispute with the merchant 
is required first. Please provide the information from the 
attempt, for example: the day of the attempt and the merchant’s 
response. (If you have emails or written correspondence 
with the merchant, please include this with your dispute as 
supporting documentation.) Please note, your purchase is 
subject to the merchant’s return/exchange policy and terms and 
conditions.

 � Details about the merchandise or services from the disputed 
transaction, for example: include the brand name, color, size, 
any defects, and/or description of services if applicable. 

 � If your dispute is for tangible merchandise, please include any 
return shipping information for the return. 

Please note,  the suggested practices above are for 
authorized transactions. If you have a dispute for an unauthorized 
transaction, please contact us immediately to dispute the 
transaction. Once transaction disputes are available in Online 
Banking, you will also be able to dispute unauthorized, posted 
transactions immediately. 
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The original Medicare program has three parts:
Part a: Hospital Insurance
Pays for hospitalization, skilled nursing home care on a limited basis, 
home health care and, under certain circumstances, hospice care. 
There is no premium for Part A. It is primarily financed by Social 
Security payroll taxes.

Part B: Supplementary Medical Insurance
Pays for certain physicians’ services, including surgery, home health 
services, clinical laboratory services, durable medical equipment 
and other miscellaneous items and services. An eligible person who 
enrolls in Part A or Medicare is automatically enrolled in Part B, unless 
he or she specifically declines Part B coverage. There is a monthly 
premium for Part B, which is usually deducted from the Medicare 
recipient’s Social Security check.

 
While Parts A and b cover a lot of medical care, they don’t 
pay for everything. As a result, some individuals purchase 
a Medicare supplement policy (Medigap plan) from a private 
insurer to fill in the coverage gaps.

Part D: Prescription Drug Plans
Anyone with Medicare Parts A and B, neither of which cover 
prescription drug costs, can purchase a Part D prescription drug plan 
from a private insurer for a monthly premium. Benefits and premiums 
vary widely, so it is important to understand the variety of options 
available before purchasing a prescription drug plan.

As an alternative to Original Medicare:
Part C: Medicare Advantage Plans
Anyone with Medicare Parts A and B can choose to receive health care 
benefits from a private insurer through a Medicare Advantage plan 
instead of through Original Medicare. There are a variety of Medicare 
Advantage plans available, which offer different benefits and charge 
different premiums amounts, so it is important to shop around for 
a plan that best meets your needs. Many Medicare Advantage plans 
include prescription drug coverage, if you enroll in a Medicare Advantage 

plan, you will continue to pay the monthly Medicare Part 
B premium, plus the premium charged by the Medicare 
Advantage plan you select.

Please contact Scott Pettyjohn (540) 361-2216 at 
NSWC Financial Services for a review of your financial security.

Any discussion of taxes is for general information purposes only, does not purport 
to be complete or cover every situation, and should not be construed as legal, tax 
or accounting advice. Members should confer with their qualified legal, tax and 
accounting advisors as appropriate.
Securities, investment advisory and financial planning services offered through 
qualified registered representatives of MML Investors Services, LLC Member SIPC, 
www.sipc.org Supervisory Office: East Shore 1 100 Eastshore Drive, Suite 300, 
Glen Allen, VA 23060-6151, Tel: 804-346-1011. NSWC Financial Services is not a 
subsidiary or affiliate of MML Investors Services, LLC or its affiliated companies – 
Source Material published by http://naifa.fsonline.com/ CRN202105
* NOT A BANK OR CREDIT UNION DEPOSIT OR OBLIGATION 
* NOT GUARANTEED BY ANY BANK OR  CREDIT UNION 
* NOT FDIC OR NCUA INSURED 
* MAY GO DOWN IN VALUE 
* NOT INSURED BY ANY FEDERAL GOVERNMENT AGENCY

Medicare is a federal health insurance program provided to 
persons age 65 and older, disabled persons who have been 
receiving Social Security disability benefits for at least two 
years, and persons of any age with permanent kidney failure.


